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Field Action Notice RADIOMETER {§}

Product: ABL800, ABL9, ABL90 and AQT90 December 12, 2025
Subject: Cybersecurity vulnerabilities
Background: Radiometer has identified three potential vulnerabilities within the above analyzers.

Affected Product:

User Action:

Please refer to MyRadiometer.com under the specific analyzer type, e.g., “ABL800”,
and then select “Cybersecurity documentation”.

An attacker with physical access to the analyzer could circumvent the analyzer’s kiosk
mode and start the Windows Task Manager.

An attacker could gain remote control over the analyzer if it is running on either
Windows XP or Windows 7, by exploiting all three vulnerabilities in combination.
Gaining remote control over analyzers running on Windows 8 and Windows 10 is not
possible.

The remote control can be utilized, for example, to make the analyzer unavailable for
use or as an attack point against the network to which the analyzer is connected. The
attacker will be able to view patient data and measurement results, but will not be able
to alter the encrypted data; hence, the vulnerabilities will not lead to a hazardous
situation.

ABL800 analyzers in the following combinations:
¢ Windows XP and all application software versions
e Windows 7 and all application software versions
¢ Windows 10 and application software lower than SW version 6.20 MR2

ABL9 analyzers in the following combinations:
¢ Windows 8 and all application software versions
¢ Windows 10 and application software lower than SW version 1.5.0

ABL90 analyzers in the following combinations:
¢ Windows XP and all application software versions
¢ Windows 7 and all application software versions
e Windows 10 and application software lower than SW version 3.5 MR11

AQT90 analyzers in the following combinations:
e Windows XP and all application software versions
¢ Windows 7 and all application software versions
¢ Windows 10 and all application software versions.

Per the customer advisory letter:
To continue using the analyzer, Radiometer kindly requests that you ensure that:
1. Only authorized people can physically access the analyzer.
2. The network is secure, and access follows best practices.

If the network requirements are not met, users are requested to perform additional
actions. These additional actions depend on the analyzer type, installed OS, and
analyzer application software version. Please refer to the individual customer advisory
letters.

Additionally, please complete the Recall Response Form (supplied with this letter) and
return it to your Radiometer representative within two weeks of receiving this letter.
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Action: Please carry out the following actions for existing customers:

1. Translate the customer advisory letters and recall response forms into your
local language(s) and print them on your official company paper.

2. Compose a complete lists of affected customers and analyzers (documented in
the relevant “Field Action Effectiveness Data Sheets”).

3. Provide the relevant version “A” customer advisory letter(s) and recall response
form to each affected customer as follows,

e Submit the customer advisory letter(s) and a recall response form to the
customers, or

o Visit the customers to hand over the customer advisory letter(s) and the
recall response form, and explain the problem.

4. Collect and consolidate recall response forms in the relevant “Field Action
Effectiveness Data Sheets” (Excel) enclosed with this FAN. Please note that a
response must be received from all affected customers.

5. Contact affected customers to explain the permanent solution and schedule a
visit to implement it in the analyzer(s).

6. Visit the affected customers to implement the permanent solution in the
analyzer(s) as follows:

ABL800:

RXPE:
¢ Remove the possibility of connecting remotely (if not already done by
the customer).
¢ Remove access to the Task Manager (registry change), please refer to
Appendix 1.
The registry change also prevents an FSE from accessing the OS, and
the only way to gain access is to reinstall the OS.

RWEST:

e Upgrade the application software to version 6.20 MR2.

e Remove access to Task manager (registry change), please refer to
appendix 1.

o Enable internal and external remote access as required.

RWIN10:
e Upgrade the application software to version 6.20 MR2.
o Enable internal and external remote access as required.

ABLO9:

Windows 8:
e Upgrade the application software to version 1.5.0.
o Enable internal and external remote access as required.

Windows 10:
e Upgrade the application software to version 1.5.0.
o Enable internal and external remote access as required.

ABL90:

RXPE:
e Remove the possibility of connecting remotely (if not already done by
the customer).
e Remove access to the Task Manager (registry change), please refer to
Appendix 1).
The registry change also prevents an FSE from accessing the OS, and
the only way to gain access is to reinstall the OS.

RWEST:
e Upgrade the application software to version 3.5 MR11.
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¢ Remove access to Task Manager (registry change), please refer to
Appendix 1.
¢ Enable internal and external remote access as required.

RWIN10:
e Upgrade the application software to version 3.5 MR11.
¢ Enable internal and external remote access as required.

AQT90:

RXPE:
¢ Remove the possibility of connecting remotely (if not already done by
the customer).
e Remove access to the Task Manager (registry change), please refer to
Appendix 1.
The registry change also prevents an FSE from accessing the OS, and
the only way to gain access is to reinstall the OS.

RWEST:
e Upgrade application software to version 8.13 MR2.
¢ Remove possibility to remote connect.
¢ Remove access to Task Manager (registry change), please refer to
appendix 1).

RWIN10:
e Upgrade the application software to version 8.14, which is expected to
be released in February 2026.
e Enable internal and external remote access as required.

7. Consolidate the software upgrade for all affected analyzers in the “Field Action
Effectiveness Data Sheet” (Excel) enclosed with this FAN.

Please carry out the following actions for new AQT90 customers:
These actions remain in effect until you begin delivering analyzers with software
version 8.14.

1. Provide version “B” customer advisory letter and a recall response form to each
customer at the time of the installation as follows,

e Submit the customer advisory letter and a recall response form to the
customers, or

o Visit the customers to hand over the customer advisory letter and the
recall response form, and explain the problem.

2. Collect and consolidate recall response forms in the “Field Action Effectiveness
Data Sheet” (Excel) enclosed with this FAN. Please note that a response must
be received from all affected customers.

3. Once software version 8.14 has been released, contact each of the new
customers to schedule a visit to upgrade the software to version 8.14.

4. Visit the customers to upgrade the software.

5. Compose a complete list of new customers and analyzers and document that
the version “B” of the customer advisory letter and recall response form has
been provided, that the completed recall response form has been received, and
that the software has been upgraded to version 8.14.
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Completion Dates: The actions for existing customers must be completed by the dates stated:

o Actions #1, #2, and #3 must before December 17, 2025, be completed and
confirmed to RMED by submitting the following:
o Relevant translated customer advisory letters and recall response
forms
o List of affected customers using the relevant “Field Action
Effectiveness Data Sheets”
o “FAC1 - Customer advisory letter”

o Action #4 must before January 21, 2026, be completed and confirmed to RMED
by submitting the following:
o Relevant “Field Action Effectiveness Data Sheets”
o “FAC2 — Customer response”

e Actions #5, #6, and #7 must before December 17, 2026, be completed and
confirmed to RMED by submitting the following:
o Relevant completed “Field Action Effectiveness Data Sheets”
o “FAC3 — Permanent solution

Tools: The following tools are available:
e Customer advisory letters
o ABL9 Customer advisory letter (for existing customers)
o ABL90 Customer advisory letter (for existing customers)
o ABL800 Customer advisory letter (for existing customers)
o AQT90 Customer advisory letter A (for existing customers)
o AQT90 Customer advisory letter B (for new customers)
Recall response forms
o Recall response form A (for existing customers)
o Recall response form B (for new AQT90 customers)
Field Action Effectiveness Data Sheet
o ABL9 Field Action Effectiveness Data Sheet
o ABL90 Field Action Effectiveness Data Sheet
o ABLS8O0O0 Field Action Effectiveness Data Sheet
o AQT90 Field Action Effectiveness Data Sheet
936-070 ABL90 software version 3.5 MR11
936-059 ABLS800 software version 6.20MR2
911-091 ABL9 software version 1.5.0

Inquiries: Please refer to the departments below for inquiries related to this Field Action Note:
e For technical, commercial, and practical questions, please contact RMED
Technical Product Support and Service:
CRM users: Escalate a support request in CRM

Non-CRM users: Send an e-mail to product.support@radiometer.dk

e For questions from your local national competent authorities, please contact
RMED Vigilance:

Email: vigilance@radiometer.dk

e To confirm receipt and submit customer lists, translated letters, FACs, Customer
Response Sheets, etc., please use:

Email: fan@radiometer.dk



mailto:product.support@radiometer.dk
mailto:vigilance@radiometer.dk
mailto:fan@radiometer.dk
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Regulatory: For regulatory reasons, you must email a complete list of affected customers to
RMED.

USA: Not reportable.

Canada: Not reportable.

EEA and UK: Not reportable.

China, Japan, South Korea, Australia, New Zealand, South Africa, India, Hong Kong, and Malaysia:
The affected product has been distributed to these countries. The local Subsidiary will
assess if reporting is required locally.

Prepared by: Mogens Thomasen
Senior Technical Product Manager
Technical Product Support and Service
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Appendix 1, Remove access to Task Manager (registry change)

ABL800:

1. Connect the physical keyboard or connect the device as an external remote if available.
2. Log in as the Radiometer FSE user in case of updating directly in the device.

U‘}

=Y

__J

Processing time for new sample: 00:01:20

Slot # | Last Name \ Time to Result Status

1

2 Log Off
= Radiometer

3. Enable System Keys in the service menu if logged in as a Radiometer FSE user.

Q Service

l. Analyzmg Y Enable
il i Kevs

‘\ Analyzing
‘ Unit Setup

Electrode = HD SMART Reportable
Updatmgs Monitor Range Setup

| Store »
é/ Print Infc

4. Press Ctri+Alt+Delete. (In case of external remote press the same combination using the
option in the proxy gateway viewer)

5. Open the Task Manager.

6. Open and run in cmd: gpedit.msc.

Internal
D % Remote
Support

w External

»' & Remote
Support

W1, Logon as
“N ‘administrator

Live Connect
Data

Close
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Change policy User Configuration > Administrative Templates > System > Ctrl+Alt+Del

Options enabling the "Remove Task Manager" setting.

[El\Local Group Policy Editor
Fil Action View Help

Rk ANl ol NEN ? Nl 4

] Local Computer Policy
~ {5 Computer Configuration

s [ Software Settings Remove Task Manager Setting State
3 ] Windows Settings - [££) Remave Change Password Nt configured
3 [ Administrative Templates it policy setting. 2] Remove Lock Computer Not configured
i User Configuration Requirements: &2 Remave Task Manager Nt configured
5 [ Software Settings Atleay —
- Remove Task Manager o x
> [ Windows Settings N = 9
- escri
~ 1 Administrative Templates
< This Remove Task Manager -
> [ Desktop
> 1 Network TaskM (O Not Configured  COMMeNts
(] Shared Folders start af
» (] Start Menu and Toskbar || Perfor) (©) Enabled
v B Sgsem . their ¢| O Disabled
| CtrkeAlt=Del Options | servic S [
| Display of prol rdows 2000
[ DriverInstallation of the|
[ Folder Redirection
- Ifyou
] Group Policy o fy | O G=L
> [ Intemet Cq M.
[ Locale Services Man: This policy setting prevents users from starting Tesk Manager.
2 xplai
£ togon oo Task Manager (taskmgr.exe) lets users start and stop
[ Mitigation Options. programs; monitar the performance of their computers; view
[ Power Management || ¢, and meniter all programs running on their computers,
(1 Removable Storage Aci| palicy| including system services; find the executable names of
B scripts Mana pragrams; and change the priority of the process in which
[ User Profiles monit programs run
. com,
> (1 Windows Components || 7 Iy cy setting, users will not be able to
(7 Al Settings Comd ace F users ty to start Task Manager, a
senvice appears explaining that a policy prevents the action.
of prol
ot If you disable or do not configure this policy setting, users can
access Task Manager to start and stop programs, manitor the
performance of their computers, view and moritor al
programs running on their computers, including system
sevices, find the executable names of programs, and change
< > K e the pricrity of the process in which programs run.
4setting(s)

8. Reboot the analyzer and wait for the analyzer to start up.
9. Press Ctrl + Alt + Delete and verify that the analyzer does not respond to the keystrokes.

ABL90 (shown for RWES7 as an example):

1.

&

NGO

©

Connect the physical keyboard or connect device as external remote if available.
2. Login as Radiometer FSE user in case updating directly in device.
3. Enable System Keys in the service menu if login as Radiometer FSE user.

i ! o External remote.
support

Live Connect Data

Comment
No
No
No
No

Press Ctri+Alt+Delete. (In case of external remote press same combination using option in proxy
gateway viewer)
Open the Task Manager.

Disable write filter using command “fbwfmgr /disable”
Reboot and wait for application to run.

When application shows failing to load due to “write filter”, exit and open task manager using
Ctri+Alt+Delete
Now, run gpedit.msc.

Confidential - Company Proprietary
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10. Change policy User Configuration > Administrative Templates > System > Ctrl+Alt+Del Options and

11.
12.
13.
14.

then enable the "Remove Task Manager" setting as shown below:

scal Group Palicy Editor

Action View Help
@ Eldmly
ftware Settings |
ndows Settings
|
Control Panel

| Desktop
| Network

Requirements:
1 Shared Folders TE noo
1 Start Menu and Tas| | 8" Remove Task Ma

System bl e
Curte Aits Del O | EE] Remove Task Manager

&4 Drwver Installatici |
Folder Redirectil(| @ Not Configured  Comment:
Group Policy

|| ® Enabled

& & Internet Commi|
© Disabled il

@ Locale Services
© At least Windows 2000

Setting Stat

|z} Remove Change Password Not confi

Remove Task Manager

Edit plicy setting.

i Logon
@ Performance C:

[ Power Manager|
@& Removable Stor|{}l |
@ Scripts

[ User Profiles

| Prevents myshommT

Enable write filter using the command “fowfmgr /enable”.
Reboot the analyzer and wait for application.

Press Ctrl + Alt + Delete and verify that the analyzer does not respond to the keystrokes.

Log off.

AQT90 (shown for RWES7 as an example):

Login to Analyzer by using the service password.

Enable System Keys in the Service Menu by following the path
[Menu] -> [Utilities] -> [Service]

1.
2.

3.

Connect the alphanumeric keyboard to one of rear/backside USB ports.

Confidential - Company Proprietary
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Open the Explorer by following the path [Menu] -> [Utilities] -> [Service] -> [Software] -> [Start
windows 7 Explorer]

by
deEKop

Startwindos
EXpIorer:

Disable File-Based Write Filter: run FbwfManager.bat from the path D:\Pisa\Temp.

<

4 Libraries

+| Documents

| Windows Batch File

FbwfManager.bat Date modified: 6/30/2021 4:36 PM

Size: 293 KB

4:36 PM

@Ov\ J » Computer » DATA(D) » Pisa » Temp BEE »
Organize v [@} Open  Print  New folder v [l @
% Favorites Name : Date modified Type Size s

B Desktop | auverd.tmp TMP File KB
# Downloads auverl.tmp TMP File KB
% Recent Places auver2.tmp TMP File

CombBootloaderMk2 flash 3/2021 4:49 PM  FLA

Wind: ch File

Windows Batch File

& Music
I Pictures %] Labviewinterface.dll
H Videos %] msvemS0.dll Application extens.
%] msverd0.dil Application extens
% Computer __| PISA_MEC.srec 10/13/2021 4:56 PM  SREC File
& RWES? (C) ) PISA_SW.srec 13/2021 4:56 PM
s DATA (D) || PisaAU flash
__ PisaFPGA flash
€ Network __| PisaFTC.srec
57 PISAlnstall.exe
5] ResetAU.bat 5
steol.tmo 0/2025 2:45PM___TMP File M

Date created: 12/10/2025 2:41 PM

Press Y to disable the write filter and restart the analyzer.

sed Write
nt to «
ection

13
@8 C\Windows\system32\cmd.exe

lter
) Le

bhled
ystem will be re

started and removes

the
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7. When the error below appears, to contact Radiometer representative, press Ctrl + Alt + Delete.

Initializing variables

Checki r DB to restore ...

Checking C: drive protection

Please enable the File-Based Wirite Filter before launching

8. Open Task Manager.

RWES7-E3800
v1.2.171016

5 RADIOMETER j
© 5]

9. Open and run in cmd: gpedit.msc.

(i) opton: v

New Task (Run...)

Exit Task Manager

Memory Physical Memory Usage History

Physical Memory (MB) System

Total 1938 Handles 12170

Cached 200 Threads 616

Available 1458 Processes 53

Free 1269 Up Time 0:00:04:10
Commit (MB) 485 / 1938

Kernel Memory (MB)

Paged 124

Nonpaged 20 [ Resource Monitor... ]

Runs a new program

Confidential - Company Proprietary
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ul Type the name of a program, folder, document, or Internet

resource, and Windows will open it for you.

Open: gpedit.msc -
@ This task will be created with administrative privileges.

[ ][ o [ oowe ]

Total 1938 Handles 11909

Cached 209 Threads 595

Available 1468 Processes 51

Free 1270 Up Time 0:00:06:42
Commit (ME) 478/ 1938

Kernel Memory (MB)

Paged 125

Norpaged ™

Processes: 51 CPU Usage: 58% Physical Memory: 24%

10. Change policy by following the instructions, select ‘User Configuration’, then select ‘Administrative
Templates’, select ‘System’, and click on ‘Ctrl + Alt + Delete Options’ to enable the "Remove Task
Manager" setting.

» [ Software Settings -
» @ \Mndmkw;
_| Software Settings.
o (] Windows Settings
4[] Administrative Templates
» 1 Control Panel
» ] Desktop
» [ Network
(7] Shared Folders
_ Start Menu and Taskbar
a | System
| Ctrl+Alt+Del Options £
Driver Installation
] Folder Redirection
) Group Policy
p [ Internet Communication M
(71 Locale Services
] Logon
9 Pesformance Control Panel
] Power Management
(] Removable Storage Access
[ Scripts
| User Profiles
] Windows HotStart
» [1 Windows Components
« m

T e —
4 setting(s)

Select an item to view its description.  Setting

\iz] Remove Change Password

Previous Setting

I

Prevents users from starting Task Manager (Taskmgr.exe).

If this setting is enabled and users try to start Task Manager, a
message appears explaining that a policy prevents the action.

Task Manager lets users start and stop programs; monitor the
performance of their computers; view and monitor all programs
running on their computers, including system services; find the
executable names of programs; and change the priority of the
process in which programs run.

Confidential - Company Proprietary
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11. Open Explorer and Enable File-Based Write Filter: run fowfManager.bat from D:\Pisa\Temp.

BN C:\Windows\system32\cmd.exe =3 '
File—-Based Write Filter (FBWF) 1is sabled. a
Do you want to enahle FBWF? If Ye system will be restarted and makes the C: wr|

ite protected. [Y,.N17

12. Press Y to enable write filter and restart the analyzer.

13. After comes out of startup mode, Disable System Keys in the service menu by following the path
Menu -> Utilities -> Service

14. Logoff from Service.

15. Press Ctrl + Alt + Delete and verify that the analyzer does not respond to the keystrokes.



